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 Приложение № 1 
 
В тендерную комиссию

ЗАО «ФИНКА Банк»

от «____»_________202_ г. 

номер тел. Участника 
электронный адрес

ЗАЯВКА

на участие в тендере

Изучив тендерные документы на ____________________________________________, мы, нижеподписавшиеся, предлагаем осуществить поставку вышеуказанной услуги/товара, в соответствии с указанными тендерными документами.

В случае если наше предложение будет принято, берем на себя обязательство осуществить --------------------------------------------------_ указанной в тендерных документах.

Мы подтверждаем наше согласие, считать данное тендерное предложение действительным в течение ______ (____________________) календарных дней с даты указанной, в тендерных документах и обязуемся рассматривать его как обязательное для нас.

Мы выражаем свое согласие/ несогласие открыть расчетный счет в ЗАО ФИНКА Банк
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  Согласен       
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  Не согласен

Мы признаем за вами все ваши права, указанные в тендерных документах. Мы понимаем, что вы не обязаны принять тендерную заявку с наименьшей стоимостью или вообще какую-либо из заявок, полученных вами.

Дата: число ___________ месяц ____________ 202_  г.

__________________________              ______________________________

       ( Подпись)                                                               (Должность)

 Приложение № 2 

 
В тендерную комиссию

ЗАО «ФИНКА Банк»

Анкета Участника тендера

	№ п/п
	Наименование
	Сведения об Участнике тендера (заполняется Участником тендера)

	1. 
	Организационно-правовая форма и фирменное наименование Участника 
	

	2. 
	ИНН  Участника 
	

	3. 
	Юридический адрес
	

	4. 
	Фактический адрес
	

	5. 
	Филиалы: перечислить наименования и фактические адреса
	

	6. 
	Телефоны Участника 
	

	7. 
	Адрес электронной почты Участника 
	

	8. 
	Фамилия, имя и отчество, дата рождения руководителя Участника, имеющего право подписи согласно учредительным документам, с указанием должности и контактного телефона
	

	9. 
	Фамилия, имя и отчество ответственного лица Участника Запроса предложений с указанием должности и контактного телефона
	


_
___________________________________

(подпись, М.П.)

____________________________________

(фамилия, имя, отчество подписавшего, должность)

Участники должны заполнить приведенную выше таблицу по всем позициям.

В случае отсутствия каких-либо данных указать «нет».
Приложение № 3
 
В тендерную комиссию

ЗАО «ФИНКА Банк»

Техническое задание

Предоставление решения по «Электронной цифровой подписи» в соответствии с требованиями:

[image: image3.emf]SoftwareAppRequire ments.xlsx


Участник тендера вправе дополнить свое предложение любой информацией, которая является по мнению участника преимуществом. 

Ценновое предложение участников тендера в иностранной валюте, для принятия решения конвертируется в национальную валюту по официальному курсу валют НБКР.При заключении договора с банком требуется открытие счета в банке ЗАО «ФИНКА Банк».  
Приложение № 4

В тендерную комиссию

ЗАО «ФИНКА Банк»

«____» _________ 202__г.________
Настоящим, на ваш запрос относительно информации о судебных исках, сообщаем следующее. 


По состоянию на ____________ 202__ года ОсОО / ЧП «____________» выступает/не выступает ответчиком/истцом  по ____________ (количество) судебным делам (в случае вовлеченности в судебные тяжбы,  предоставить подробную информацию относительно участников и суммы иска).
ОсОО / ЧП «____________» подтверждает, что вышеприведенная информация является достоверной и полной. 
ОсОО / ЧП «____________» признает, что в случае преднамеренных искажений и упущений, это может послужить основанием для дисквалификации из участия в тендере.

С уважением,
	"ФИНКА Банкы" ЖАК

Кыргыз Республикасы, 720021    

Бишкек ш., Шопоков көч.,  93/2

КРУБ №051 лицензиясы

	      ЗАО "ФИНКА Банк"

      720021 Кыргызская Республика 

      г. Бишкек, ул. Шопокова 93/2

       Лицензия НБКР №051



	T:

Ф:
	+996-312-440-440
+996-312-440-440


www.FINCABANK.kg
КРУБ  №051  лицензиясы                                                                       Лицензия НБКР №051
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		Functional requirements

		A software and hardware solution for using electronic signatures

		Customizable solution, which allows using mechanisms of simple electronic signature in bank's products, provided to the clients, in accordance with the requirements of the National Legal Act of the Kyrgyz Republic.		Mandatory

		Customizable solution, which allows using mechanisms of reinforced electronic signature in bank's products, provided to the clients, in accordance with the requirements of the National Legal Act of the Kyrgyz Republic.		Mandatory

		Ability to validate client/employee signatures through solution tools		Mandatory

		Possibility of manual uploading of documents or their templates for signing		Preferable

		Possibility of signing internal documents by bank employees		Preferable

		Capability of using the product for interaction (signing of electronic documents) with partners with/without a root certification center		 Preferable

		Possibility of on-premise and/or cloud-based solution		Preferable

		Availability of different levels of access and the ability to parameterize access for users		Mandatory

		Possibility to enable/disable access and/or possibility to use digital signature by clients, by processes/products, by bank employees, specific modules, etc.		 Preferable

		Separate customizable mobile application (ios, Android, web)		Preferable

		SDK for implementation in the bank's mobile application (ios, Android)		Mandatory

		Type of hardware-software solution delivery

		Possibility of implementation of ready packaged solution (front-part, backend part and separate application).		Mandatory

		Possibility of implementation separately by parts (front-part, backend-part and separate application) if necessary.		Mandatory

		Reporting Capabilities

		Possibility of automatic and manual downloading of reports 		Mandatory

		Possibility to customize reports according to the bank's needs		Mandatory





Support

		Requirements for Software Support

		Application Security, Access and Log Management

		Software Application must be on active support by manufacturer for whole life-cycle of using.		Mandatory

		Availability of Service Level Agreement for technical support by manufacturer with clear defined classification of incidents and responses accordingly.		Mandatory

		Support and maintenance of all components of Software Application by manufacturer should be included:
- obtain of new version of Software Application;
- functional development or customization of Software Application by request;
- fixing known vulnerabilities and patching of all components of Software Application;
- adaptation of Software Application to new versions of components (such as: OS, DBMS, Middleware, Runtime, etc.).		Mandatory

		Ability to share source code or other options to mitigate third party risk to acceptable level.		Mandatory

		Ability to include license costs for components (such as: OS, DBMS, Middleware, Runtime, etc.) to Software Application cost.		Preferable 





Architecture

		Requirements for Software Architecture 

		Application Architecture and Integration Capabilities

		Layered (Three / N-Tier) architecture
Software should be engineered to have the processing, data management and presentation functions (layers/tiers) physically and logically separated. 
These different functions (layers/tiers) will be hosted on several machines or clusters, ensuring that services are provided without resources being shared and, as such, these services are delivered at top capacity.		Mandatory

		Modular architecture –application functions must be separated into independent pieces or building blocks, each containing all the parts needed to execute a single aspect of the functionality. Together, the modules make up the executable application program.		Mandatory

		The application should support multiple integration technologies, including the common API standards and protocols, such as: SOAP, XML-RPC, JSON-RPC, REST.
Integration features of the application should support:
- Synchronous and Asynchronous nature of API function.
- Event-driven and Data-driven integrations.		Mandatory

		Support of batch data upload through (CVS or other flat format) - single or package file modes.		Preferable

		Capability for publishing the Custom APIs (without vendor support services).		 Preferable

		User Interface

		Web-based architecture, compatible with major web browsers (such as: Internet Explorer, Microsoft Edge, Google Chrome). Browser agnostic solutions are preferable.		Mandatory

		Mobile Optimized or Responsive Web User Interface		Mandatory

		Availability of Mobile Capabilities – through a Mobile App installed on User's mobile device (smartphone, tablet).
Mobile App aims to support major functionality features of the application.		Preferable 

		Reporting Capabilities

		Built-In or Integrated Reporting Module / Platform, offering a set of preliminary designed reports and business intelligence (BI) features that can accurately monitor and measure customer service factors.		Mandatory

		Ability to develop additional and modified reports and dashboards (without Vendor Support services) using the reporting platform offered by the application. 		Mandatory

		Support for Ad-hoc reports and Dashboards (through embedded or integrated tool) - allowing application users to easily create customized reports and dashboards without scripting.		 Preferable

		Availability of Filtered Views, enabling access to application data through SQL.		 Preferable

		Business Process / Workflow Management Capabilities

		Specific to applications requiring case or process management functionality features.
Application functionality should support Business Process Management / Workflow capability – allowing:
-	Graphical User Interface to support creation of business processes specific to service, product or transaction (preferably - drag & drop based) 
-	Ability to configure automated and user-driven activities for each step of the business process. 
-	Definition of access rights for user groups / roles - for specific stage of the workflow.
-	Workflows triggered based on specific conditions (in addition to manual initiation by the users)
At each stage of a process configured in the application, functionality is expected to:
-	Allow to inquire data from external (integrated) sources
-	Allow to hand over data and/or initiate events and transactions in integrated applications and interfaces (through supported API framework) 
-	Allow mathematical and logical operations over the captures and inquired data and process next step based on result.
-	Produce an audit trail for operations processed through the Application Workflow		Mandatory*
for solutions requiring case or process management features.

		Technology Environment and Deployment

		Versions of all environment software components (such as: OS, DBMS, Middleware, Runtime, etc.) of Software Application must be on active support by manufacturer.		Mandatory

		The technology should have an architecture that enables the deployment of disaster recovery environments without restrictions of RTO and RPO.		Mandatory

		The application should be certified for deployment within a Highly Virtualized environment		Mandatory 

		"Cloud ready" application – The application should be compatible with cloud-hosted environments.		 Preferable

		User Documentation

		Availability of up-to-date documentation for the acquired Application, including (but not limited to) the following:
-	Functionality description and parameterization guide
-	Software architecture
-	Deployment architecture and instruction
-	Integration framework
-	Data dictionary and Entity Relationship Diagram
-	Installation instruction 
-	Troubleshooting Guide
-	Error Guide
-	User Manual 		Mandatory 





Security

		Requirements for Software Security

		Application Security, Access and Log Management

		The Connection between User Web Interface and Application Service should be secured via an up-to-date protocol (SSL encrypted through the latest available and non-compromised algorithms).		Mandatory

		Each user must have a unique user ID and authentication credentials. All credentials should be managed from a centralized console, either through Active Directory or specific to the Application. 		Mandatory

		It is strongly preferred to synchronize the application access management with the existing Active Directory. This allows users to authenticate and login using their corporate AD credentials (and MFA settings).		 Preferable

		If the application cannot be integrated with FINCA corporate Active Directory:
The application should allow configuration of requirements for strong user password - such as: length, age and complexity criteria.		Mandatory *
for solutions not integrated with Active Directory.

		If the application cannot be integrated with FINCA corporate Active Directory:
The application should support Multi-Factor Authentication for remotely connected users.		Mandatory * 
for solutions not integrated with Active Directory.

		The application should support the definition of user roles and configuration of permissions for data access, operation processing and authorization (for each role).
The application should support segregation of duties including access controls to prevent users from viewing data without explicit authorization (e.g., each user can only view data within their own unit and consistent with their job function).		Mandatory

		The application features should allow restriction of data deletion. 		Mandatory

		A User Activity Log maintenance on the application level – This creates and maintains a running log of all administrative and user actions.		Mandatory

		The User Interface and/or reports should allow for the inquiry, filter and view of User Activity Logs and Audit Trails (specific to transactions and users).		Preferable

		Off-the Shelf support for sending the User Activity Log data in real time to a distinct Log Management System (e.g., Splunk).		 Preferable

		An embedded or integrated solution for Data Archiving, supporting Criteria-based and Schedule-based moving of application data into a dedicated instance.		 Preferable

		Session management in accordance with best practises (secure algorithms and random generation of session identifiers, termination of session upon log-off, session inactivity timeout, eneratiopn of new session identifier when a user re-authenticates, periodic termitation of sessions)		Mandatory

		Cryptography (encryption etc)

		Ability to generate public and private key certificates in accordance with X.509 Public Key Infrastructure format using secure encryption algorithms (RSA 2048), hashing algorithm (SHA2, SHA3).		Mandatory

		Encryption or strong security mechanisms when storing cryptographic data with best practices (certificates, public and private encryption keys) on the back-end and on the client device		Mandatory

		Ability to manage the life cycle of public and private keys (defining the basic parameters during generation, assigning the owner, the possibility of revocation)		Mandatory

		Logging the creation and change of key statuses (date, user, object, action)		Mandatory

		Infrastrusture

		Logging of all users/processes on the backend (changing configurations, logins/logins, adding a new user, etc.)		Mandatory

		Documents

		Up-to-date safety and process certifications (e.g., ISO 27001, ISO 9000, SOC2, national State Standard certifications)		 Preferable






